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Abstract  
The Department of Defense (DOD) is exercising a risk-based process for verifying, validating and accrediting models and simulations (M&S) used in system acquisition.  Test and laboratory facilities can potentially have even greater potential negative consequences to a program than M&S if there are errors present in the test and analysis results, since test results are usually considered closer to the “truth” than M&S results.  This paper will discuss how the risk-based M&S verification, validation and accreditation (VV&A) process is being applied to test and laboratory facilities, issues associated with this different application of the process, and thoughts on the broader applicability of risk-based VV&A beyond the current application.
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1. INTRODUCTION 
Serious negative consequences can result from acting on erroneous model and simulation (M&S) analysis results, hence the U.S. Department of Defense (DOD) has developed and is exercising a risk-based process for verifying, validating and accrediting M&S used in system acquisition.  Basing the M&S verification, validation and accreditation (VV&A) process on risk allows the practitioner to focus activities on the areas of greatest potential impact to the program, and to those areas that reflect the most uncertainty in M&S outputs.  

Test and laboratory facilities can potentially have even greater potential negative consequences to a program than M&S if there are errors present in the test and analysis results; test results are usually considered closer to the “truth” than M&S results, and consequently any errors in those tests are more likely to result in inappropriate decisions being made based on their results.   We are applying the M&S VV&A process to test and evaluation (T&E) facilities being used to support the testing of a new identification-friend-or-foe (IFF) system at the Naval Air Systems Command.  The use of erroneous outputs from the test facility and analysis process (should they exist) could adversely influence design and implementation decisions.  

This paper will discuss how the risk-based M&S VV&A process is being applied to the test and laboratory facilities, issues associated with this different application of the process, and thoughts on the broader applicability of risk-based VV&A beyond the current application.  
2. RISK-BASED M&S VV&A PROCESS
The steps in the risk-based M&S VV&A approach are illustrated in Figure 1.  The first and most important step is to analyze and document in detail the intended uses of the M&S by the program; the intended uses of any M&S tool should drive all activities performed in support of an accreditation decision.  A cost-effective VV&A process performs only those functions that are necessary to lower the risks of using the M&S for the specific application to acceptable levels: V&V for its own sake is a waste of resources.  Therefore, it is important to keep the accreditation plan focused on an explicit statement of the proposed intended use.  
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Figure 1 Steps to an Accreditation Decision

The second step in the process is to identify in detail the M&S application requirements and the information required to support an accreditation decision; these requirements form the basis of the Accreditation Plan.  Application requirements for the M&S are derived from its intended uses: that is, the characteristics that the M&S needs to have to support program requirements are derived from how it will be used.  These characteristics are described in terms of the three elements of M&S credibility: 

· Capability – the functions it models and the level of detail with which they are modeled should support the anticipated uses.  

· Accuracy – how accurate it must be should depend on the risks involved if the answers are incorrect.

· Usability – the extent of available user support to ensure it isn’t misused should derive from the importance of the application. 

The M&S accreditation plan will develop the details for each intended use and address the five questions posed below for each of those uses. 

· What are the users’ needs for an M&S like the one proposed (i.e., what questions do they need to answer)?

· How does the user anticipate that such a model might help meet those needs (i.e., what M&S outputs will be used to help answer those questions)?

· What characteristics must the M&S have in order to meet those needs (how accurate must the answers be, and what functionality and fidelity are required in order to ensure a correct answer to the questions)?

· What information will be required in order to determine if the M&S meets those needs (documentation, V&V results, results of previous uses, etc.)?

M&S acceptability criteria are derived from the application requirements.  Whether the M&S is acceptable for an application (intended use) is determined by how well it meets the requirements of that intended use.  How well it meets those requirements has to be determined by an assessment method, with criteria identified as to how the user will decide if it passes or fails.  The assessment criteria can be subjective or objective, depending on the assessment method.  Often it occurs that many of the criteria for the M&S must be adjudicated via subject matter expert (SME) judgment, since the available validation test data seldom cover the full spectrum of M&S outputs uses.    

How much effort needs to go into the activities conducted under the Accreditation Plan?  That depends heavily on the risk associated with using M&S outputs to support decision making.  The greater the risk, the more information is required to justify using the M&S.  Thus, ​​​​​risk assessment is a tool used to help make M&S VV&A cost effective.  The basic idea is that the amount of time and effort you should invest in establishing the credibility of M&S that you intend to use should be driven by the risks you incur by using them.  That is, how much effort you put into an accreditation decision depends on the stakes involved.  

The DOD uses the principles of risk assessment extensively throughout the acquisition process to identify, manage and mitigate risk in many areas, including software (both simulation software and software embedded in materiel systems).  The approach described below was originally developed by the Joint Accreditation Support Activity (JASA) and it is documented in the VV&A Recommended Practices Guide (RPG) from the Modeling and Simulation Coordination Office (MSCO).  To quote from a special topic paper located on the MSCO RPG website: 

 “Risks associated with simulation development and use can be categorized as either development risk or operational risk.  Development risks are related to the simulation development itself and typically relate to potential problems in meeting technical, schedule, or cost aspects of the simulation development or modification program.  Operational risks are those arising from using the incorrect outputs of a simulation that are believed to be correct.”[1]  

Since V&V activities are intended to discover defects, they help to mitigate development risk.  However, V&V efforts also compile the information needed to support an assessment of operational risk.  Based on all available V&V information, accreditation activities mitigate operational risk.  

It is generally accepted within the risk assessment community that risk is made up of two components: (1) Impact (or consequences) of an event, and (2) Likelihood that the event occurs.  If we could assign a numerical value to each of those components, risk could be expressed with the following equation:

 

Risk = (Impact Level) x (Probability of Occurrence)

 

It is usually not possible to derive a value for each of those factors, but it is possible to derive subjective estimates using standardized techniques that have been developed over the years from principles used by the safety community.  In our approach the impacts of potential errors are categorized into five different levels based on cost, schedule, performance, impact to the program, safety, etc.  Similarly, the likelihood of various errors is categorized by assigning qualitative levels of likelihood to different ways of expressing probability of occurrence.  This approach is useful because true quantitative levels of likelihood are rarely known with any degree of confidence.  
The impact and likelihood categories are combined into a qualitative combined risk level based on tables that appear in Military Standard (MIL-STD) 882, the DoD Military Standard on system safety [2].  The overall combined risk categories are low, moderate, and high based on various combinations of risk impact and likelihood.  For example, an error that would result in a critical impact to the program but that is improbable would result in only a moderate risk.  

Figure 2 illustrates the two basic risk reduction approaches that can be taken for M&S use.  As shown in the figure, the risk can be reduced either by reducing the reliance placed on M&S results, or by increasing the credibility of the M&S results (or both).  If we reduce reliance on M&S results, we move from right to left in the figure and lower the consequence of incorrect M&S results to the program (by making use of other information in addition to M&S results for decision-making).  If we improve the credibility of the M&S we move from top to bottom on the figure by reducing the likelihood of a wrong M&S result (by conducting V&V activities, SME reviews, improving or enhancing the M&S algorithms, improving M&S documentation – anything that improves the credibility of the M&S).   Most programs consider both approaches in their risk reduction plans.
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Figure 2 Risk Reduction Approaches 

Figure 3 illustrates the risk assessment process.  For each type of M&S application, potential errors are identified in M&S output; those errors are assessed as to their likelihood and their impact.  The impact and likelihood levels are then combined in the risk level table to result in an overall risk assessment of low, moderate or high.  Then all of the application types and errors are examined to determine the highest level of risk associated with using M&S output to support the applications.  The maximum risk level reached throughout all the applications and potential errors is assessed to be low, moderate, or high; particular attention is then given in the accreditation plan to those outputs, applications and M&S characteristics that result in the highest risk level.     
We determine what and how much information is needed to support an accreditation decision (based on the risk of using the M&S) by using a tool called the Accreditation Information Requirements Guide, or AIRGuide [3].  The AIRGuide provides a series of tables that describe, as a function of application risk, the information about M&S credibility, accuracy and usability that will likely be needed to support an accreditation decision; the AIRGuide also contains suggestions for where to find that information, and whom to ask.  The AIRGuide was originally developed based on interviews with numerous major programs and tri-service organizations that have been required to accredit models and simulations [4]; those interviews have been updated and the resulting tables in the AIRGuide comprise about a “90% solution” for all programs and organizations interviewed.  That is, if we follow the AIRGuide we should have a high level of confidence that the information we provide to support M&S accreditation should be sufficient justification for the conclusions drawn by the accreditation panel.  The AIRGuide ties the risk assessment to the requirements for information that should be met by the accreditation plan.  

Risk assessment can be conducted at a number of levels.  At a high level, we can consider the probability that M&S results are incorrect in a certain direction (over-predict performance, for example) and give thought to the consequences if the results are incorrect in that way and subsequent program decisions are made based upon those M&S outputs.   At a lower level, we can consider the probability that a particular component or module of a simulation is incorrect and give thought to the consequences on overall simulation results if that component or module is incorrect.  Considering these questions can help the V&V team to focus their efforts on those modules or components that drive simulation results.
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Figure 3 Risk Assessment Process

The rest of the steps to an accreditation decision shown in Figure 1 execute and document the results of executing the accreditation plan: conducting any required V&V activities, preparing and presenting an accreditation case for the M&S, and making a final accreditation decision by the accreditation authority.  As can be seen by the foregoing discussion, the most important steps in this process are those up-front tasks that provide a cost-effective context in which to plan VV&A activities to focus on higher risk uses of the M&S for the application.  

3. APPLYING RISK-BASED VV&A TO TEST AND LABORATORY FACILITIES

Recently, we were tasked to apply the risk-based M&S VV&A process to a set of test and laboratory facilities that are supporting the operational test and evaluation (OT&E) of a new identification friend-or-foe (IFF) system.  These facilities range from a full-up land-based representation of a cruiser’s radar systems to a bench-test facility of portions of the IFF system.  The test and laboratory facilities will be used to help evaluate the new IFF system’s performance against requirements identified by the program; the Commander, Operational Test and Evaluation Force (COMOPTEVFOR) requires an accreditation of the facilities for such use, just as COMOPTEVFOR is required to accredit M&S used in support of OT&E.  

The test facilities to be used in support of the IFF system OT&E include a number of facilities in the Mid-Atlantic Land Based Test Network, ranging from all-up ship representations including radar and command and control systems, to simple stimulators representing emissions from generic radar sources.  One of the facilities is an IFF specific Engineering Test Equipment (ETE) Facility owned and staffed by Navy personnel and support contractors: for the purposes of this paper, we will confine our discussion to how we have applied the M&S Risk-Based VV&A process to this ETE Facility at the Navy Test and Integration Laboratory.  The ETE is to be used to generate waveform signals to stimulate a production IFF transponder in the laboratory; the transponder response is recorded and the aggregate of those responses is compared to the requirement.  The IFF system requirement calls out resistance to signals from transmitters other than the desired transmitter as an Information Assurance Performance Requirement. The requirement states that the Improved IFF System should be resistant to these outside transmissions and stipulates a threshold for the Probability of responding to them (Pr).  The IFF system TEMP designates Pr (triggering transponder) as a Critical Technical Parameter; the TEMP labels this parameter as "susceptibility of the improved ID system transponder to respond to false interrogations".
The ETE facility and analysis process is intended to provide a realistic assessment of Pr of the IFF signal to demonstrate whether the system satisfies the requirement.  The outcome metric is the number of times the transponder transmits a reply to the false signal.  The ratio of the number of friendly replies to the number of simulated false interrogations is the measure of success. 

To facilitate an accreditation by COMOPTEVFOR, test article data, configuration, and documentation must be collected and analyzed to support the intended use. Any gaps in these articles must be identified and reconciled.  The accreditation effort is designed to provide evidence that this analysis and testing approach has the credibility (capability, accuracy and usability) to help answer the following question:

· Does the IFF system meet the probability of responding to false signal (Pr) requirement?  

Negative consequences resulting from acting on erroneous testing and analysis conclusions are a risk for any program.  The use of erroneous outputs from the test facility and analysis process employed for this effort may result in over- or under-estimating the overall IFF Pr effectiveness when compared to actual (measured) effectiveness of the system in deployment.  Reliance upon incorrect results may affect the proper development and assessment of IFF concept of operations and decisions in tasking, mission planning, and logistics and support planning.  Additionally, these results may influence efforts such that design and implementation decisions could be made which produce the performance predicted by flawed laboratory test and analysis results.  Finally, since laboratory test and analysis results are being used to verify requirements, inaccurate results could cause these requirements to be considered fulfilled or unfulfilled when the opposite is actually true.  A properly accredited laboratory test facility and analysis process will minimize the risks associated with these consequences by minimizing their likelihood of occurrence.

An initial risk assessment was conducted for the ETE Facility and analysis process that examined seven characteristics for compliance with standard criteria (developed originally for M&S but applied here to the test facility).  The overall result of this risk assessment was “moderate”, meaning that the accreditation agent identified areas that required improvements or additional information to reduce the risk to “low” and justify an unqualified accreditation recommendation to the accreditation authority.  Table 1 provides a summary list of the characteristics, evaluation criteria, and ratings.  The risk assessments are further described below:

Capability:

· The intended use was rated as low risk because the application of the IFF test facility and analysis process to OT&E of the system is clearly stated as evaluation of the probability of responding to a false signal (Pr) requirement.

· There are no formal design documents available for the ETE; however there are details of some features of the design provided in a summary report of prior uses of the facility.  In order to reduce this risk to low it was recommended that the laboratory design be adequately documented. 
Accuracy: 
· Input data are provided by actual hardware and thus characterized as low risk.
· There exist documented comparisons of laboratory results with theoretical values of threat system effectiveness along with a general description of the results; however no detailed results are provided in those reports.   Documenting a complete set of test cases and results and any previous verification activities conducted would reduce this risk area to “low”.  

· Internal subject matter experts (SME) have evaluated the laboratory results with satisfactory assessments; however review by independent SME would reduce this risk area to “low.”

Usability:

· Configuration management processes for the laboratory have been described in general, but an overall configuration management plan is required to provide low risk in this area.

· The test approach appears to have been successfully used over a span of many years to support a variety of identification programs for DOD and the FAA.  However there is no available documentation of those uses and it is not clear how or if the test and analysis approach has changed from one application to the next.  The facility should provide documented results from the ETE Laboratory for previous uses.  

Table 1 Initial Risk Assessment
	M&S Characteristic
	Criterion
	Risk

	
	CAPABILITY
	

	Intended Use


	The specific intended use(s) of the facility, model or simulation is/are clearly stated.
	LOW

	Design


	The facility and analysis process (framework, algorithms, data sources, and assumptions) produces credible results.
	MODERATE

	
	ACCURACY
	

	Input Data


	For each facility, model or simulation, input data are credible and subject to review and revision.
	LOW

	System Verification


	The facility, model or simulation has been formally tested or reviewed and has been demonstrated to accurately represent the specific intended use(s) and requirements.
	MODERATE

	Results Validation


	The facility’s, model’s or simulation’s responses have been compared with known or expected behavior from the subject it represents and has been demonstrated to be sufficiently accurate for the specific intended use(s).
	MODERATE

	
	USABILITY
	

	Configuration Management


	For each facility, model or simulation, modeled components are supported by a sound written Configuration Management (CM) Plan.
	MODERATE

	User Community


	For each facility, model or simulation, the capability is designed and developed for the level of competency for its intended purpose. The capability is supported by documents such as user’s manual, technical manual, and/or reference guide.
	MODERATE


This risk assessment has identified a number of activities that are required to reduce the overall risk of using the facility in support of OT&E to “low”.  These VV&A activities have been incorporated into the accreditation plan, and the risk assessment will be updated as these activities are completed.   

4. OBSERVATIONS

Applying the risk-based VV&A process originally developed for M&S to test and laboratory facilities has been fairly straightforward.   So far the biggest difficulty has been the same issue we experience doing VV&A for M&S...getting people to give us good documentation:   

For both M&S and test facilities, we have found that often the documentation of the M&S or facility is either non-existent or, more usually, out of date and incomplete.  M&S and T&E facilities suffer from the same budgetary constraints: with limited resources the push in developing either is to end up with a functioning capability, and when the inevitable funding shortfalls become evident, the preference of most program managers is to complete the M&S or the facility, and documentation often falls off the table.   In addition, rarely is there sufficient follow-on funding to finish the documentation in a truly acceptable form once the development is completed.    

A Configuration Management Plan seems to be another document that is often neglected: even when a configuration management process is in place and being followed, rarely is it documented in a way that makes it easy to retrieve, and configuration management artifacts are often missing or unfunded.  As long as some CM process is being followed it is not an issue for the program using the M&S or the facility, but as soon as an accreditation authority must be convinced that CM processes are in place and adequate, the lack of a documented plan makes it difficult to provide the justification needed.  Most Operational Test and Evaluation Agencies, for example, require a documented CM Plan before they will even consider accreditation.  

All software developers and test engineers do a lot of work and testing to convince themselves that their M&S or test setup is working properly.  However, they almost uniformly do a poor job of writing it down so that they can convince someone else.  Thus finding retrievable documentation of previous verification and validation efforts is much like picking through a haystack in search of a needle.  We have found that the best results for finding pre-existing V&V results for test facilities seem to come during and after a site visit, which is the same that we have found for planning (and conducting) VV&A for M&S.  Basically, the job of the accreditation agent has been to sit down with the developers, have them search their files (and their memories) and help them to write down what they’ve already done to test and verify either M&S or test facilities.  Documenting the previous usage history of the facility seems to be similar: the information is available; it just needs to be dug out and collected in one place.  

We use an “Accreditation Support Package (ASP)” format for collecting and documenting the results of VV&A activities to document the evidence of Capability, Accuracy, and Usability for M&S.  We have applied that same format for the test facilities using the same ASP template that is designed for M&S, which required some re-interpretation of some ASP sections to make the test facility information fit, but it still was workable in either case.  Other than that, the process has remained pretty much the same for M&S and facilities.  

Developing an Intended Use Statement seems to be a more natural process for test facilities than it is for M&S.  It is generally the case that when a program decides to conduct a test, they do so with a very specific objective in mind.  When they decide to use M&S to support their program, however, the actual objective is often somewhat fuzzy in the minds of program personnel – they know that using M&S will be beneficial, but they haven’t really nailed down exactly what they intend to do or how they will do it.  The very reasons why M&S are used (flexibility, ease of multiple runs, perceived lower cost) seem to allow programs to put off specifying how they will use the M&S and for what exact purposes.  So from that standpoint we have found that applying the risk-based accreditation process to test facilities is easier “up front”: once we have understood the program’s intended use of the facility, drafting the Intended Use Statement is somewhat easier than for M&S.  

5. THOUGHTS ON BROADER APPLICATION

In general the risk-based approach to determining accreditation information requirements has been as applicable to a test or laboratory facility as it has been to M&S.  In addition to using the risk-based approach to determining what credibility information is required to support an accreditation decision, we have been using an informal risk assessment process to determine which facilities will require the most attention and in what order based on criticality of the intended use.  For instance, we prioritized the complex full-up cruiser simulation facility because it is the most complex and will definitely be used during initial OT&E (IOT&E), and we then sorted through the rest to prioritize the facilities that are either less likely to be used during IOT&E or are less complex.  

We suggest that the DoD consider codifying and standardizing risk-based VV&A processes for use of M&S and T&E facilities.  While there are existing programs which conduct V&V for certain types of T&E facilities, and while there are VV&A processes in use within all of the services, there is no consistent application of risk-based principles to VV&A across all of DoD.  Our experience has shown that this technique is equally applicable and beneficial to T&E facilities as it is to M&S for use in supporting DoD programs: risk-based VV&A promotes cost-effective VV&A for both. 
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